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Center of Excellence for Safe and Secure Nuclear Energy (CSSNE)
Whenever the discussion turns to ways to provide for increasing electricity supply while addressing climate change and national energy security, more individuals are reaching the same conclusion: nuclear power must be part of the nation’s energy mix.   The potential revitalization of nuclear power technology in this country depends on continued safe operation of nuclear power plants; a significant investment in cyber-security for new plant electronic systems and controls that are digital and highly interconnected; understanding human-machine interactions within these complex plants; and advanced high performance modeling and simulation to predict and better understand potential operational problems. 

As part of the investment in safe and secure nuclear power generation the CAER, in collaboration with its university and federal laboratory research partners, has created the CSSNE, a center of excellence for research and development to: 

· conduct applied and basic research into new and improved instrumentation and control technologies to ensure the safety and security of nuclear power plants;   

· transfer technology from the research laboratories to practical, commercial applications; 

· educate the next generation of students in nuclear reactor operation and in the design, analysis, operation, and maintenance of instrumentation and control systems; and 

· serve the nuclear industry by supporting workforce training and development, as well as new technology creation and commercialization.

The key elements of the CSSNE include:

· Facilities for highly configurable advanced control room monitoring technology - The United States does not have a reconfigurable control room and associated plant simulator for research use. Currently, human-machine interface work must be done on simulator-based systems abroad, such as the Halden reactor in Norway. Such facilities are invaluable in providing technical inputs for regulatory guidance in areas such as alarm systems, control room design, display navigation, and development of human performance measures.

· Technologies for improved safe and secure operation of nuclear power plants - Modern digital instrumentation and control (I&C) systems are functionally different from predecessor analog designs and employ different techniques to achieve sufficient independence and fault tolerance.  The introduction of new digital I&C systems into nuclear power plants raises concerns about the possibility of unknown or unanticipated failure modes, which need to be investigated in a research laboratory directly linked to control room and plant simulation capabilities as identified above.

· High performance modeling and simulation of nuclear power plant processes- Analysis of transients and accidents in advanced reactor designs requires computationally intensive simulations demanding substantial processing resources to accurately model plant dynamics. The creation of a high-performance computing machine room and a supporting and connected visualization laboratory will support the development of the necessary 3-dimensional models.

· Assessment and design of new digital technologies for instrumentation and control - Digital system network architectures raise issues such as inter-channel communication, communication between non-safety and safety systems, and cyber security that must be reviewed closely to ensure that public safety is preserved. This facility will support research into quality assurance during all phases of software development, control, and validation and verification that is critical to minimize the possibility of common-cause failures.

The CSSNE provides the Commonwealth of Virginia with a facility that is unique in the United States, with the capability to perform research, technology transfer, and education that is not currently performed in a single integrated site.  The CSSNE promotes a transformation in the understanding, integration and improvement of safety and security in nuclear power plants and represents a substantial investment in the future economic growth of this area. 
Inspection, Testing and Analysis Technologies
The United States has 104 nuclear power plants currently providing approximately 20% of the nation’s electricity needs.   Over the past two decades, these nuclear power plants have achieved increasingly higher capacity factors while also improving the level of safety. The average capacity factor for U.S. plants in operation in 1980 was 56%; in 1990, 66%; and in 2008, 91.5%.   Major contributing factors to this dramatic increase in capacity factor have been 1)shortening the time of plant outages, 2) decreasing the time needed to conduct monitoring, inspections, calibrations, maintenance and repair (MICMR), 3) and extending the periodicity of MICMR activities.   All of these require the development of cutting-edge technology and innovation in inspection, testing and analysis.

The CAER supports research to enhance the safe operation and maintenance of the nation’s nuclear infrastructure to ensure nuclear power remains a safe, reliable and economically feasible generation option, and a reliable source of electricity with zero greenhouse gas emissions.  In support of this objective, the CAER seeks to identify and develop technologies that improve the inspection, testing and analysis of components of nuclear power plants, leading to high capacity factors and increased efficiencies.
The key elements of the CAER research in this area include:   
Nondestructive Evaluation - Nondestructive Evaluation (NDE) is a very broad, interdisciplinary field that plays a critical role in assuring that structural components and systems perform their function in a reliable and cost effective fashion. NDE guides strategic decisions on repairing, replacing, or extending the life of critical equipment and systems at nuclear power plants. Nondestructive evaluation serves three main functions in the nuclear power industry: (1) pre-service and periodic in-service inspection of components to satisfy regulatory requirements; (2) inspection to characterize component condition; and (3) inspection to guide strategic decisions on whether and when to replace, repair, or continue operation of components.  The CAER conducts applied research into a variety of NDE technologies used to increase the quality of inspections and to decrease the cost of conducting these inspections, resulting in more efficient operation of power plants.
Inspection Technologies - As nuclear power plants age, the importance of maintenance increases and there is a need to apply inspection technologies suitable to the importance of each item of equipment. The CAER is responding to these demands by collaborating with research and industry partners to develop improved inspection technologies that provide high precision and can adapt to the different environments of nuclear power plants. 

Materials Analysis - Degradation and aging of reactor components are major challenges to the long-term economic viability of the existing fleet of reactors. Overcoming these challenges requires concerted action in the areas of corrosion research, water chemistry, and plant operation and management. The research activities included in the CAER program helps nuclear plant owners and operators maximize useful plant life; employ cost-based and risk-focused decision-making processes; develop technologies to address materials degradation and aging; anticipate and avoid safety events; and improve plant capacity, reliability and availability. 

Advanced Manufacturing Processes - The manufacturing process of high consequence components for nuclear reactors presents unique and specialized quality control challenges.  The unique requirements for nuclear components call for specialized manufacturing methods, equipment and facilities.   These technologies lead to improved quality and competitiveness. 
Plant Chemistry/Corrosion - For the current fleet of operating nuclear power plants, the CAER collaborates with research and industry partners for general and specialized chemistry, corrosion, and metallurgical testing and analysis support.  The Electric Power Research Institute (EPRI) estimated in a study from 2001 that corrosion damage costs the U.S. electric power generating industry $17.3 billion annually or nearly 8% of the cost of electricity to consumers. As much as half of all forced outages at power plants can be traced back to corrosion damage, costing utilities as much as $3.8 billion 
Sensors, Controls and Wireless Networks for Electricity Production and Transmission
The smart grid can be described simply as a communications system overlay on the existing electrical grid to make the electrical grid more controllable and much more efficient in the delivery of energy. The communications systems will be connected to strategically placed sensors throughout all four segments of the electrical grid: generation, transmission, distribution and consumers. 
Considerable research, development and deployment are needed to fully realize the benefits of Smart Grid technology.  Unfortunately, an unintended consequence of restructuring in the electric power industry has been reduced attention to research and development.  The CAER, in collaboration with its university and federal research partners, works closely with the industry technical expertise in wireless networks and sensor technology concentrated in Virginia’s Region 2000 to identify and accelerate the deployment of these new technologies in sensors, controls and wireless communication networks.  

The key research areas of the CAER in this area include:

· Sensor technologies – A sensor is a device that measures a physical characteristic and converts it into a signal which can be read by an observer or by an instrument. Sensors are used in everyday objects such as touch-sensitive elevator buttons and lamps which dim or brighten by touching the base. Core duties for sensors in a smart grid include evaluating congestion and grid stability, power quality, monitoring equipment health, energy theft prevention, and control strategies support. Technologies include: advanced microprocessor meters (smart meter) and meter reading equipment, wide-area monitoring systems, dynamic line rating, electromagnetic signature measurement/analysis, time-of-use and real-time pricing tools, advanced switches and cables, backscatter radio technology, and digital protective relays.
· Wireless networks - A wireless sensor network (WSN) consists of spatially distributed sensors to cooperatively monitor physical or environmental conditions, such as temperature, sound, vibration, pressure, motion or pollutants, at different locations.  The development of wireless sensor networks was originally motivated by military applications such as battlefield surveillance. However, wireless sensor networks are now used in many industrial and civilian application areas, including industrial process monitoring and control, machine health monitoring, environment and habitat monitoring, healthcare applications, home automation, and traffic control.
· Wireless Communications -  The term is commonly used to refer to telecommunications systems (e.g. radio transmitters and receivers, remote controls, computer networks, network terminals, etc.) which use some form of energy (e.g. radio frequency (RF), infrared light, laser light, visible light, acoustic energy, etc.) to transfer information without the use of wires.  While much of this technology is developed, it is not fully integrated into the grid.  Areas for improvement include: substation automation, demand response, distribution automation, supervisory control and data acquisition (SCADA), energy management systems, wireless mesh networks and other technologies, power-line carrier communications, and fiber-optics. Integrated communications will allow for real-time control, information and data exchange to optimize system reliability, asset utilization, and security.
Cognitive Radio 
Consider a radio which autonomously detects and exploits empty spectrum to increase your file transfer rate. Suppose this same radio could remember the locations where your calls tend to drop and arrange for your call to be serviced by a different carrier for those locations. These are some of the ideas motivating the development of cognitive radio. In effect, a cognitive radio (CR) is a software radio with the ability to leverage situational knowledge and intelligent processing to address the changing needs of the user, application, and/or network. Arising from a logical evolution of the control processes of a software radio, cognitive radio presents the possibility of numerous revolutionary applications, all leading to significant reductions in costs and significant increases in service quality.
Across the world, users are evaluating the benefits of including CR and CR-enabled applications in their products and services. CR is being assessed for deploying “WiFi on Steroids” and a myriad of different uses in the US TV UHF channels (known as the “white spaces”), which will require radio systems to be able to determine if they are operating in the presence of TV or wireless microphone signals and choose transmission channels and times to ensure non-interference with these systems. Similar requirements are leading to the use of CR in the 3.65 GHz band for allowing wireless data services that operate on an interference-free basis in the presence of radar installations and satellite ground stations (802.11y). CR is also seen as a critical enabling technology to 4G efforts to provide higher data rates (up to 1 Gbps downloads) and simplify dynamic resource management of femtocells (in-home WiFi-like service with the pipe to the home provided over the air) as part of “self-organizing networks.”  Likewise CR is seen as a critical technology for facilitating the automated interoperability and improved performance of public safety XE "public safety"  systems and increasing spectral availability and network reliability for military networks.
The key research areas of the CAER in this area include:
Dynamic Spectrum Analysis:  The ability to quickly and correctly classify signals at very low signal levels (e.g., -114 dBm) is critical to successfully avoiding TV transmissions and wireless microphones of the White Spaces initiative and numerous other CR applications. Research is ongoing in: 
· Transmitter detection: cognitive radios must have the capability to determine if a signal from a primary transmitter is locally present in a certain spectrum. 
· Cooperative detection: refers to spectrum sensing methods where information from multiple cognitive radio users are incorporated for primary user detection to enhance detection / classification fidelity
Self-Organizing Networks:  Significant time and cost is involved in deploying and tuning wireless networks, which will only grow as wireless networks become increasingly complex with a need to interoperate and coexist with numerous technologies. But with CR-enabled devices, much of the tuning can be done automatically with channel selection, transmission times, power levels, and beam patterns (for coverage) as the CRs automatically learn optimal configurations. Likewise as networks change CRs will learn and adapt to these changes, reducing network maintenance costs.   CAER affiliates are at the forefront of developing the following critical functions to realizing self-organizing networks: 
· Spectrum Agility: defined as the process when a cognitive radio user exchanges its frequency of operation. Cognitive radio networks target to use the spectrum in a dynamic manner by allowing the radio terminals to operate in the best available frequency band, maintaining seamless communication requirements during the transition to better spectrum 
· Spectrum Coexistence and Sharing: providing the fair spectrum scheduling method, one of the major challenges in open spectrum usage is spectrum sharing. It can be regarded as similar to generic media access control (MAC) problems in existing systems 
Cognitive Jamming Networks:  Jammers are devices that deliver high-power signals in selected bands to deny spectrum access to adversaries, e.g., to prevent RF initiated Improvised Explosive Devices (IEDs). While degrading an enemy’s communications, jamming has the undesirable side-effects of interfering with legitimate traffic.   Furthermore, with traditional jammers it is obvious when a signal is being jammed which degrades operational effectiveness. The application of cognitive radio to jamming applications has been proposed to mitigate these shortcoming by enabling jamming systems to make more judicious decisions on when, where, and who to jam. 
Further, the integration of cognitive radio into jamming systems allows for new applications such as cooperative jamming – where multiple radios combine their efforts to put more energy on target – and covert jamming – where the jamming system disguises its actions by adjusting its waveform in some way, e.g., to use the minimum power to block communications. Finally, cognitive jammers will have many analogous capabilities to a cognitive radio, such as the abilities to 
· probe and sense to measure the effectiveness of its jamming strategies
· learn which strategies are most effective and develop new techniques
The combination of cognitive radio with cognitive jammers will allow our forces to achieve spectrum superiority that permits our communication assets to operate freely while denying spectrum opportunities to the enemy.
Smart Antennas:  An antenna array with sophisticated and potentially autonomous signal optimization algorithms, smart (or intelligent) antennas support numerous applications including: 
· estimating direction of arrival (e.g., MUSIC or ESPRIT), 
· perform diversity reception (e.g., selection, equal gain, or maximum ratio combining), 
· perform transmit and / or receive beam-forming wherein the antenna array gain pattern is dynamically adjusted according to one or more metrics (e.g., nulling an interference at a receiver or improving link gains from a transmitter to a receiver) 
· spatial multiplexing
Many system developers consider multiple-input-multiple-output (MIMO) systems to be an example of smart antenna techniques. Smart antennas are currently deployed in defense systems, WiBRO systems in Korea, limited GSM systems, and are defined for use in WiMAX, TD-SCDMA, LTE and 802.11n. Because of their flexibility in shaping spectrum usage and improving signal quality, smart antennas are a valuable asset in a cognitive radio system.
For more information on this center, please contact Bob Bailey, Executive Director, at bbailey@caer.us or (434)847-1447

